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LYNCH, Circuit Judge. This case raises inportant

gquestions about the scope of privacy protection afforded internet
users under the Electronic Conmunications Privacy Act of 1986
(ECPA), 18 U.S.C. 8§ 2511, 2520 (2000).

In sum pharmaceutical companies invited users to visit
their websites to |l earn about their drugs and to obtain rebates.
An enterprising conpany, Pharmatrak, sold a service, called
"NETconpare,"” to these pharmaceutical conpanies. That service
accessed i nformati on about the internet users and coll ected certain
information neant to permt the pharmaceutical conpanies to do
intra-industry conparisons of website traffic and usage. Mst of
t he pharnmaceutical conpanies were enphatic that they did not want
personal or identifying data about their web site users to be
collected. In connectionwth their contracting to use NETconpar e,
t hey sought and received assurances from Pharmatrak that such data
collection would not occur. As it turned out, sone such personal
and identifying data was found, using easily custom zed search
programnms, on Pharmatrak's conputers. Plaintiffs, on behalf of the
purported class of internet users whose data Pharnmatrak col |l ected,
sued both Pharmatrak and the pharnmaceutical conpani es asserting,
inter alia, that they intercepted el ectroni c comuni cati ons w t hout
consent, in violation of the ECPA.

The district court entered summary judgnent for

def endants on the basis that Pharmatrak's activities fell within an



exception to the statute where one party consents to an
interception. The court found the client pharmaceutical conpanies
had consented by contracting with Pharnmatrak and so this protected

Phar mat r ak. See In re Pharmatrak, Inc. Privacy Litig., 220 F.

Supp. 2d 4, 12 (D. Mass. 2002). The plaintiffs dism ssed all ECPA
clainms as to the pharmaceutical conmpanies. This appeal concerns
only the claimthat Pharmatrak violated Title | of the ECPA

W hold that the district court incorrectly interpreted
the "consent" exception to the ECPA; we al so hold that Pharnatrak
"intercepted" the conmunication under the statute. W reverse and
remand for further proceedings. This does not nean that
plaintiffs' case will prevail: there renmain issues which shoul d be
addressed on remand, particularly as to whet her defendant's conduct
was intentional within the nmeani ng of the ECPA

l.

Phar mat r ak provi ded its NETconpare service to
phar maceuti cal conpanies including Anmerican Honme Products,
Phar maci a, SmthKline Beecham Pfizer, and Novartis from
approximately June 1998 to Novenber 2000. The pharnaceuti cal
clients termnated their contracts with Pharmatrak shortly after
this lawsuit was filed in August 2000. As a result, Pharmatrak was
forced to cease its operations by Decenmber 1, 2000.

NETconpare was narketed as a tool that would allow a

conpany to conpare traffic on and usage of different parts of its
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website with the sane information fromits conpetitors' websites
The key advant age of NETconpare over off-the-shelf software was its
capacity to allow each client to conpare its performance with that
of other clients fromthe sane industry.

NETconpare was designed to record the webpages a user
viewed at clients' websites; how long the user spent on each
webpage; the visitor's path through the site (including her points
of entry and exit); the visitor's |P address;! and, for |ater
versions, the webpage the user viewed i medi ately before arriving
at the client's site (i.e., the "referrer URL").? Thi s
informati on-gathering was not visible to users of t he
phar maceutical clients' websites. According to Ws Sonnenreich
former Chief Technology Oficer of Pharmatrak, and Tinothy W
Maci nta, fornmer Managing Director for Technol ogy of Pharmatrak
NETconpare was not designed to collect any personal information

what soever

! An | P address is the unique address assigned to every

machi ne on the internet. An | P address consists of four nunbers
separated by dots, e.g., 166.132.78.215.

2 URLs (Uniform Resource Locators) are unique addresses
indicating the location of specific docunents on the Wb. The
webpage a user viewed imediately prior to visiting a particular
website is known as the referrer URL. Search engines such as
Yahoo! are conmon referrer URLS.
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NETconpar e operated as follows. A pharmaceutical client
i nstal |l ed NETconpare by adding five to ten Iines of HTM.® code to
each webpage it wished to track and configuring the pages to
interface with Pharmatrak' s technol ogy. Wen a user visited the
website of a Pharmatrak client, Pharmatrak's HTM. code instructed
the user's conputer to contact Pharmatrak's web server and retri eve
fromit a tiny, invisible graphic imge known as a "clear G F" (or
a "web bug"). The purpose of the clear G F was to cause the user's
conputer to comunicate directly with Pharnmatrak's web server
When the user's conputer requested the clear G F, Pharmatrak's web
servers responded by either placing or accessing a "persistent
cookie" on the user's conputer. On a user's first visit to a
webpage nonitored by NETconpare, Pharmatrak's servers woul d pl ant
a cookie on the user's conputer. |If the user had already visited
a NETconpare webpage, then Pharmatrak's servers would access the
i nformation on the existing cookie.

A cookie is a piece of infornmation sent by a web server
to a web browser that the browser software i s expected to save and
to send back whenever the browser makes additional requests of the

server* (such as when the user visits additional webpages at the

3 HTML is a coding | anguage used to create docunents for
t he Veb. M Enzer, "d ossary of | nt er net Terns, "
<http://ww. mati sse. net/fil es/glossary>.

4 M Enzer, "d ossary of | nt er net Terms, "
<http://www. mati sse.net/fil es/glossary> (defining and discussing
cookies). A browser, in turn, is a user's interface to the Wb.
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sanme or related sites). A persistent cookie is one that does not
expire at the end of an online session. Cookies are wi dely used on
the internet by reputable websites to pronote convenience and
custom zati on. Cooki es often store user preferences, login and
registration information, or information related to an online
"shopping cart.” Cookies may al so contain unique identifiers that
allow a website to differentiate anong users

Each Pharmatrak cookie contained a uni que al phanuneric
identifier that all owed Pharmatrak to track a user as she navi gat ed
through a client's site and to identify a repeat user each tine she

visited clients' sites. If a person visited ww.pfizer.comin June

2000 and www. pharmacia.com in July 2000, for exanple, then the

persi stent cooki e on her conputer woul d i ndi cate to Pharmatrak that
the sane conputer had been used to visit both sites.® As
NETconpar e tracked a user through a website, it used JavaScript and
a JavaApplet to record information such as the URLs the user
visited. This data was recorded on the access | ogs of Pharmatrak's
web servers.

Pharmatrak sent nonthly reports to its clients
juxtaposing the data collected by NETconpare about al |

phar maceutical clients.® These reports covered topics such as the

° Pharmatrak' s cooki es expired after ninety days.

6 Pharmatrak enpl oyees supplenmented the information
recorded on its access logs (and sorted into databases) by
conducting outside research (e.g., connecting a md-year spike in
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nost heavily used parts of a particular site; which site was
receiving the nost hits in particular areas such as investor or
media relations; and the nost inportant links to a site.

The nonthly reports did not contain any personally
identifiable information about users. The only information
provi ded by Pharmatrak to clients about their users and traffic was
contained in the reports (and executive sumaries thereof). Slides
froma Pharmatrak nmarketing presentation did say the conpany woul d
break data out into categories and provide "user profiles."” In
practice, the aggregate denographic information in the reports was
limted to the percentages of users fromdifferent countries; the
percentages of users with different domain extensions (i.e., the
percentages of wusers originating from for-profit, governnent,
academic, or other not-for-profit organizations);® and the
percentages of first-time versus repeat users. An exanple of a
NETconpare "user profile" is: "The average Novartis visitor is a

first-tinme visitor fromthe U S., visiting froma .comdonmain."

traffic on a particul ar webpage with the | aunch of a major online
advertising canpaign).

! The NETconpare installation guide also says, "In the
future, we may devel op products and services which collect data
that, when used in conjunction with the tracking database, could
enable a direct identification of certain individual visitors."

8 The nost popul ar domai n ext ensi ons are .com(used by for-
profit entities), .edu (academ c entities), .gov (governnent), and
.org (not-for-profit).
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Wile it was nmarketing NETconpare to prospective
pharmaceutical clients, Pharmatrak repeatedly told them that
NETconpar e di d not coll ect personally identifiable information. It
said its technology could not collect personal information, and
specifically provided that the information it gathered coul d not be
used to identify particular users by nanme. In their affidavits and
depositions, executives of Pharmatrak clients consistently said
t hat they bel i eved NETconpare did not col |l ect personal information,
and that they did not l|earn otherwise until the onset of
litigation, at which point they pronptly term nated the service.
Some, if not all, pharmaceutical clients explicitly conditioned
their purchase of NETconpare on Pharmatrak's guarantees that it
woul d not collect users' personal informtion. For exanpl e,
Pharmacia's April 2000 contract with Pharmatrak provided that
NETconpare would not collect personally identifiable information
from users. M chael Sonnenreich, Chief Executive Oficer of
Phar mat r ak, stated unequivocally at his deposition that none of his
conpany's clients consented to the collection of personally
i dentifiable informtion.

Phar mat r ak nevert hel ess col | ected some per sonal
information on a small nunber of users. Pharmatrak distri buted
approximately 18.7 mllion persistent cookies through NETconpare.

The nunber of unique cookies provides a rough estimate of the



nunber of users Pharmatrak nonitored.® Plaintiffs' expert was abl e
to devel op individual profiles for just 232 users.

The followng personal information was found on
Pharmatrak servers: names, addresses, telephone nunbers, enil
addresses, dates of birth, genders, insurance statuses, education
| evel s, occupations, medical conditions, medications, and reasons
for visiting the particular website.! Pharmatrak al so occasionally
recorded the subject, sender, and date of the web-based enuil
nmessage a user was reading immediately prior to visiting the
website of a Pharmatrak client. Mst of the individual profiles
assenbl ed by plaintiffs' expert contain sonme but not all of this
i nformati on.

The personal information in 197 of the 232 user profiles
was recorded due to an interacti on between NETconpare and conputer
code witten by one pharmaceutical client, Pharmacia, for one of
its webpages. Starting on or before August 18, 2000 and ending

soneti me bet ween Decenber 2, 2000 and February 6, 2001, the client

Pharmacia used the "get" method to transmit information from a

9 Different users mght have the same cookie (if, say
famly nmenbers shared a conputer and browser) or one user m ght
have multiple cookies (if, for exanple, he used separate work and
honme conputers to visit sites enploying NETconpare, or if he
revisited a NETconpare site after his first cookie expired).

10 Plaintiffs claim in their brief that Pharmatrak al so
coll ected Social Security nunbers. W are unable to tell fromthe
record whether this is so.
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rebate formon its Detrol!' website; the webpage was subsequently
nodified to use the "post" nmethod of transm ssion. This was the
source of the personal information collected by Pharmatrak from
users of the Detrol website.

Wb servers use two nethods to transmt information
entered into online fornms: the get nethod and t he post nmethod. The
get method is generally used for short forns such as the "Search"”
box at Yahoo! and ot her online search engines. The post nethod is
normally used for longer fornms and fornms soliciting private
information.'> When a server uses the get nethod, the information
entered into the online formbecones appended to the next URL. For
exanple, if a user enters "respiratory problens” into the query box
at a search engine, and the search engine transmts this
i nformation using the get nethod, then the words "respiratory” and
"problens” will be appended to the query string at the end of the
URL of the webpage showi ng the search results. By contrast, if a
website transmits information via the post nethod, then that
informati on does not appear in the URL. Since NETconpare was
designed to record the full URLs of the webpages a user viewed

i medi ately before and during a visit to a client's site,

1 Detrol is a bl adder control nedication.

12 An exanple is the registration page at the New York Ti nes
website, which asks for a user's enmil address, date of birth
i ncone, and ot her infornation.
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Phar mat rak recorded personal information transmtted using the get
met hod.

There is no evidence Pharmatrak instructed its clients
not to use the get nethod. The detailed installation instructions
Pharmat rak provided to pharmaceutical clients ignore entirely the
issue of the different transm ssion nethods.

In addition to the problemat the Detrol website, there
was al so anot her instance i n which a pharmaceutical client used the
get nmethod to transmt personal information entered into an online
form The other personal information on Pharmatrak's servers was
recorded as a result of software errors. These errors were a bug
in a popular email program (reported in May 2001 and subsequently
fi xed) and an aberrant web browser.

1.

On June 28, 2001, plaintiffs filed an anended
consol i dat ed cl ass acti on conpl ai nt** agai nst Pharmatrak; its parent
conmpany, d ocal Conmunications, Ltd.; and five pharmaceutical

conpani es: Anmerican Hone Products Corp., daxo Wllcome, Inc.,

13 Oiginally, eight lawsuits were filed in the District of
Massachusetts and the Southern District of New York. The two
lawsuits in the District of Massachusetts were filed on August 18,
2000. On April 18, 2001, the Judicial Panel on Milti-District
Litigation issued an order transferring the six New York cases to
the District of Massachusetts. The purported class, which has
never been certified, consists of all persons who visited one of
t he defendants' websites "and who, as a result thereof, have had
Pharmatrak 'cookies' placed upon their conputers and have had
i nformati on about them gathered by Pharnmatrak."
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Pfizer, Inc., Pharmacia Corp., and SmthKline Beecham Corp.!*
Plaintiffs alleged nine counts including violation of Title | of
the ECPA, 18 U S.C. 8 2510 et seq.; violation of Title Il of the
ECPA, 18 U S.C. 2701 et seq.; violation of the Conputer Fraud and
Abuse Act, 18 U.S.C. § 1030; violation of Mass. Gen. Laws ch. 272,
8§ 99 (2000); violation of Mass. Gen. Laws ch. 93A (2001); invasion
of privacy; trespass to chattels and conversion; and unjust
enri chment.

Pharmatrak, d ocal, and a nunber of the pharmaceutica
def endants noved for summary judgnment in August 2001. |In support
of their notion, Pharmatrak and d ocal subnmitted affidavits by
Maci nta, Pharmatrak's former Managi ng Director for Technol ogy, and
Wes Sonnenreich, Pharmatrak's forner CTO, as well as witten
descriptions of its technol ogy and i nstallation nethod and a sanpl e
nmonthly report delivered to pharmaceutical clients. The
pharmmaceutical defendants also submitted affidavits and other
docunents in support of their notions.

Plaintiffs argued that before sunmmary judgnent they
shoul d be all owed to conduct di scovery on Pharmatrak' s servers and
to conduct Fed. R Civ. P. 30(b)(6) depositions on enployees of
each defendant. D scovery of the servers was necessary, plaintiffs
argued, to determ ne what i nformati on NETconpare had extracted from

website users and transferred to Pharmatrak's conputers. At a

14 d axo Wl I cone and SmithKline Beecham nmerged in 2000.
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heari ng on Decenber 3, 2001, the court ordered discovery of the
servers and Rule 30(b)(6) depositions of the defendants.?®

The plaintiffs enployed conputer scientist C WMtthew
Curtin and his conpany, Interhack, to analyze Pharmatrak's servers
bet ween Decenber 17, 2001 and January 18, 2002. In about an hour,
Curtin wote three custom conputer progr ans, i ncl udi ng

"getneedle.pl,” to extract and organize personal information on
Pharmatrak's web server access | ogs, which he "colloquially terned
"haystacks."" Curtin then cross-referenced the information he
extracted with other sources such as internet tel ephone books.
Plaintiffs al so conducted the Rule 30(b)(6) depositions.

After discovery was conpleted, Pharmatrak, d ocal, and
ot her defendants renewed their notions for summary |udgment;
plaintiffs opposed these notions and noved for summary judgnent
agai nst Pharmatrak and G ocal on the claimbased on Title | of the
ECPA.

Following a hearing on the notions, the district court
issued a nenorandum and order on August 13, 2002 denying

plaintiffs' nmotion for summary judgnment and granting in part

def endants' sunmmary judgnent notions. In re Pharmatrak Privacy

15 At the hearing, plaintiffs also sought additional
docunentary discovery on the ground that to date defendants had
turned over only those docunents that supported their defenses. 1In
response, the court instructed both parties to "turn over . . .
[a]l nything that has to do with the case.” The district judge added
that, if defendants did not conply with this instruction, then
plaintiffs should request a court order or sanctions.
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Litig., 220 F. Supp. 2d at 15. The court held that the claim
agai nst Pharmatrak under Title | of the ECPA was precl uded because
"t he Pharmaceutical Defendants consented to the placenent of code
for Pharmatrak's NETconpare service on their websites.” [d. at 12.

The court granted sunmary judgnent to all defendants on all federal

| aw causes of action; it then declined to retain jurisdiction over

the state law causes of action and dism ssed them wthout

prejudice. 1d. at 15.

L1,

A. Standard of Revi ew

This court reviews entry of sunmary judgnent de novo.

Dom nquez-Cruz v. Suttle Caribe, Inc., 202 F.3d 424, 428 (1st Cr.

2000). The fact that all parties noved for sunmary judgnment does

not change the standard of review Segrets, Inc. v. Gllnman

Kni twear Co., 207 F.3d 56, 61 (1st Cr. 2000). W viewthe record

inthe light nost favorable to the party opposi ng summary j udgnent,
indulging all reasonable inferences in that party's favor.

Euronotion, Inc. v. BMNVof N Am, Inc., 136 F.3d 866, 869 (1st

Cr. 1998). Summary judgment is appropriate where there is no
genui ne i ssue of material fact and the noving party is entitled to

judgnent as a matter of |aw United Parcel Serv. v. Flores-

Gal arza, 318 F.3d 323, 330 (1st Cr. 2003).

-15-



W also review a district court's interpretation of a

statute de novo. Bryson v. Shumway, 308 F.3d 79, 84 (1st Cr.

2002) .

B. Elenents of the ECPA Cause of Action

ECPA anended t he Federal Wretap Act by extending to data
and el ectronic transm ssions the sane protection al ready afforded

to oral and wire communications. 1 R T. Nimmer, Federal Statutory

Restrictions, in Information Law, ch. 8, para. 34, at 8-68 (2002).

The paranmount objective of the Wretap Act is to protect
effectively the privacy of comrunications. Gelbard v. United

States, 408 U. S. 41, 48 (1972); accord United States v. Vest, 813

F.2d 477, 481 (1st Cr. 1987); see Bartnicki v. Vopper, 532 U S

514, 523-24 (2001).

The post-ECPA Wretap Act provides a private right of
action against one who "intentionally intercepts, endeavors to
i ntercept, or procures any ot her person to intercept or endeavor to
i ntercept, any wire, oral, or electronic conmunication." 18 U.S.C.
§ 2511(1)(a); see 18 U . S.C. 8§ 2520 (providing a private right of
action). The Wretap Act defines "intercept" as "the aural or
ot her acquisition of the contents of any wire, electronic, or oral
comuni cation through the use of any electronic, mechanical, or
other device." 1d. 8§ 2510(4). Thus, plaintiffs nust show five
el enments to make their claimunder Title |I of the ECPA: that a

defendant (1) intentionally (2) intercepted, endeavored to
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intercept or procured another person to intercept or endeavor to
intercept (3) the contents of (4) an electronic comunication (5)
using a device. This showing is subject to certain statutory
exceptions, such as consent.

In its trial and appellate court briefs, Pharmatrak
sought sunmary judgnment on only one elenent of § 2511(1)(a),
interception, as well as on the statutory consent exception. W
address these issues below Pharmatrak has not contested whether
it used a device or obtained the contents of an electronic
conmmruni cati on. This is appropriate. The ECPA adopts a "broad,
functional" definition of an electronic comrunication. Brown v.
Waddel I, 50 F.3d 285, 289 (4th Cir. 1995). This definition
i ncludes "any transfer of signs, signals, witing, inages, sounds,
data, or intelligence of any nature transmtted in whole or in part
by a wire, radio, electromagnetic, photoelectric, or photooptical
systemthat affects interstate or foreign commerce,” with certain
exceptions unrelated to this case. 18 U.S.C. § 2510(12).
Transm ssions of conpleted online fornms, such as the one at
Pharmacia's Detrol website, to the pharnmaceutical defendants

constitute electronic conmrunications. See United States .

Steiger, 318 F.3d 1039, 1047 (11th Gr. 2003); Konop v. Hawaiian
Airlines, Inc., 302 F.3d 868, 876 (9th Cr. 2002).

The ECPA also says that "'contents,' when used wth

respect to any wire, oral, or electronic conmunication, includes
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any information concerning the substance, purport, or neaning of
that conmmunication.™” 18 U.S.C. 8§ 2510(8). This definition
enconpasses personally identifiable information such as a party's

nane, date of birth, and nmedical condition. See Gelbard, 408 U.S.

at 51 n.10. See generally Nx v. O Malley, 160 F.3d 343, 346 n.3

(6th Gr. 1998) ("federal wretap statute[] broadly define[s]
‘contents'"). Finally, it is clear that Pharmatrak relied on
devi ces such as its web servers to capture information fromusers.

C. Consent Exception

There is a pertinent statutory exception to 8 2511(1)(a)
"where one of the parties to the communication has given prior
consent to such interception unless such communication is
intercepted for the purpose of commtting any crimnal or tortious
act . . . ." 18 U. S.C 8§ 2511(2)(d). Plaintiffs, of course, bear
the burden of establishing a violation of the ECPA. WIlians v.
Poul os, 11 F.3d 271, 283-84 (1st Cr. 1993). Qur case law is
uncl ear as to who has the burden of showi ng the statutory exception

for consent. United States v. Lanoue, 71 F.3d 966, 981 (1st G r

1995), suggests the burden is on the party seeking the benefit of
t he exception, here the defendant. Lanoue held that, when the
def endant sought a mstrial on the grounds that the governnent
violated § 2511(1), the prosecution had the burden to establish the

statutory |aw enforcenent exception. See also United States v.

Jones, 839 F.2d 1041, 1050 (5th Gr. 1988) (when defendant in
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crimnal prosecution seeks to suppress intercepted comrunicati ons,
“"the burden is on the governnment to prove consent"™ pursuant to 18
US C 8§ 2511(2)(c)).* However, there is | anguage i n Poul os which
could be read to say that the burden is on the party asserting a
violation of the Act. 11 F.3d at 284. The issue of who has the

burden to show consent was not directly addressed in Giggs-Ryan v.

Smith, 904 F.2d 112 (1st Cr. 1990), an earlier case. W think, at
| east for the consent exception under the ECPAin civil cases, that
it makes nore sense to place the burden of show ng consent on the
party seeking the benefit of the exception, and so hold. That
party is nore likely to have evidence pertinent to the issue of
consent. Plaintiffs do not allege that Pharmatrak acted with a
crimnal or tortious purpose. Therefore, the question under the
exceptionis limted to whether the pharmaceutical defendants gave
consent to the interception. Because the district court disposed
of the case on the grounds that Pharmatrak's conduct fell within
the consent exception, we start there.

The di strict court adopted Pharmatrak's argunent that the
only relevant inquiry is whether the pharmaceutical conpanies
consented to use Pharmatrak's NETconpare service, regardl ess of how
the service eventually operated. |In doing so, the district court

did not apply this circuit's general standards for consent under

16 But cf. United States v. Phillips, 564 F.2d 32, 34 n.2
(8th Cr. 1977) (defendant in crimnal prosecution bears burden of
proof for statutory exceptions).
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the Wretap Act and the ECPA set forth in &Giggs-Ryan, 904 F. 2d

112. It also msread two district court opinions on which it

purported to rely: Chance v. Avenue A Inc., 165 F. Supp. 2d 1153

(WD. Wash. 2001), and In re Doubledick Inc. Privacy Litigation,

154 F. Supp. 2d 497 (S.D.N. Y. 2001).
This court addressed the issue of consent under the

Wretap Act in &Giggs-Ryan. A party may consent to the

interception of only part of a communi cation or to the interception

of only a subset of its comrunications. See Giggs-Ryan, 904 F.2d

at 117-19. "Thus, 'a reviewng court nust inquire into the

dinensions of the <consent and then ascertain whether the

i nterception exceeded those boundaries.'™ Glday v. DuBois, 124

F.3d 277, 297 (1st Cir. 1997) (quoting Giggs-Ryan, 904 F.2d at

119). Consent may be explicit or inplied, but it nust be actual
consent rather than constructive consent. Poulos, 11 F.3d at 281-

82; see also United States v. Footman, 215 F.3d 145, 155 (1st Gr

2000) ("The question of consent, either express or inplied, my
vary with the circunstances of the parties."). Pharmatrak argues
that it had inplied consent fromthe pharnaceutical conpanies.

Consent "should not casually be inferred.” Giggs-Ryan,

904 F.2d at 117-18. "Wthout actual notice, consent can only be

i npl i ed when the surroundi ng circunstances convincingly show t hat
the party knew about and consented to the interception.” Berry v.

Funk, 146 F.3d 1003, 1011 (D.C. Gr. 1998) (internal quotation
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omtted); accord Lanoue, 71 F.3d at 981; see also Watkins v. L. M

Berry & Co., 704 F.2d 577, 581 (11th Cr. 1983) ("[K]now edge of

the capability of nonitoring alone cannot be considered inplied

consent.").
The district court nade an error of law, urged on it by
Pharmatrak, as to what constitutes consent. It did not apply the

standards of this circuit. Mor eover, Doubl edick and Avenue A do

not set up a rule, contrary to the district court's reading of
them that a consent to interception can be inferred fromthe nere
pur chase of a service, regardless of circunstances. |f these cases
did so hold, they would be contrary to the rule of this circuit

established in Giggs- Ryan. Doubl edick and Avenue A, rather, were

concerned with situations in which the def endant conpanies' clients
purchased their services for the precise purpose of creating
i ndi vidual wuser profiles in order to target those users for

particul ar advertisenments. See Avenue A, 165 F. Supp. 2d at 1156,

1161; Doubledick, 154 F. Supp. 2d at 502, 510-11. This very

pur pose was announced by Doubl ed i ck and Avenue A publicly, as well

as being self-evident. See Avenue A, 165 F. Supp. 2d at 1161;

Doubl ed i ck, 154 F. Supp. 2d at 502, 510-11. These deci sions found

it would be unreasonable to infer that the clients had not
consented nerely because they m ght not understand precisely how

t he user denographics were collected. See Avenue A, 165 F. Supp.

2d at 1161-62; Doubledick, 154 F. Supp. 2d at 510-11. The facts
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inour case are the mrror image of those in Doubl el ick and Avenue
A: the pharmaceutical clients insisted there be no collection of
personal data and the circunstances permt no reasonabl e inference
that they did consent.

On the wundisputed facts, the client pharnaceutical
conpani es did not give the requisite consent. The pharmaceuti cal
clients sought and received assurances from Pharmatrak that its
NETconpare service did not and could not collect personally
identifiable information. Further, when plaintiffs brought a suit
al l eging that Pharmatrak's actions neant it had not lived uptoits
commtnent, the pharmaceutical clients pronptly cancelled the
service. Far from consenting to the collection of personally
identifiable information, the pharmaceutical clients explicitly
conditioned their purchase of NETconpare on the fact that it would
not collect such information.

The interpretation urged by Pharmatrak woul d, we think,
lead to results inconsistent with the statutory intent. It would
undercut efforts by one party to a contract to require that the
privacy interests of those who electronically comunicate with it
be protected by the other party to the contract. It also would
lead to irrational results. Suppose Pharmatrak, for exanple, had
intentionally desi gned its sof t war e, contrary to its
representations and its clients' expectations, to redirect all

possible personal information to Pharmatrak servers, which
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coll ected and m ned the data. Under the district court's approach,
Phar mat rak woul d nevert hel ess be i nsul ated against liability under
the ECPA on the theory that the pharnaceutical conpanies had
"consented" by sinply buying Pharmatrak's product. O suppose an
internet service provider received a parent's consent solely to
nonitor a child s internet usage for attenpts to access sexually
explicit sites -- but the ISP installed code that nonitored,
recorded and cataloged all internet usage by parent and child
al i ke. Under the theory we have rejected, the ISP would not be
|'i abl e under the ECPA.

Nor did the users consent. On the undisputed facts, it
Is clear that the internet user did not consent to Pharmatrak's
accessing his or her conmmunication wth the pharnmaceutica
conpani es. The pharmaceutical conpanies' websites gave no
indication that use nmeant consent to collection of persona
information by athird party. Rather, Pharmatrak's invol venent was
meant to be invisible to the user, and it was. Deficient notice
wi || al nost al ways defeat a claimof inplied consent. See Poul os,
11 F.3d at 281-82; Canpiti v. Walonis, 611 F.2d 387, 393-94 (1st
Cr. 1979). Pharmatrak mekes a frivolous argunent that the
internet users visiting client Pharmacia' s webpage for rebates on
Detrol thereby consented to Pharmatrak's intercepting their
personal information. On that theory, every online comunication

woul d provide consent to interception by a third party.
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D. | nt ercepti on Requi r enent

The parties briefed to the district court the question of
whet her Pharmatrak had "i ntercepted” el ectroni c communi cations. |If
this question could be resolved in Pharmatrak's favor, that would
provide a ground for affirmance of the summary judgnent. See
O Neil v. Baker, 210 F.3d 41, 46 (1st Cr. 2000). It cannot be
answered in favor of Pharnmatrak.

The ECPA prohibits only "interceptions"” of electronic
comuni cati ons. “"Intercept” is defined as "the aural or other
acquisition of the contents of any wre, electronic, or oral
comuni cation through the use of any electronic, nmechanical, or
ot her device.” 1d. § 2510(4).

Bef ore enactnent of the ECPA, sone courts had narrowed
the Wretap Act's definition of interception to include only
acqui sitions of a conmuni cati on cont enporaneous with transm ssion.

See, e.q., Steve Jackson Ganes, Inc. v. U.S. Secret Serv., 36 F.3d

457, 460-61 (5th Cr. 1994) (applying pre-ECPA interpretation to
post - ECPA case). There was a resulting debate about whether the
ECPA should be simlarly restricted. The debate is well described
in Konop, 302 F.3d at 876-79 & n.6. Qher circuits have invoked
the contenporaneous, or "real-tine," requirenent to exclude
acqui sitions apparently made a substantial anount of time after
material was put into electronic storage. Steiger, 318 F.3d at

1048- 50 (pornographic inmages gradually collected on hard drive);
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Konop, 302 F.3d at 872-73 (static website content avail able on an

ongoi ng basis); Steve Jackson Ganes, 36 F.3d at 458 (accumul ation

of unread emails). These circuits have distinguished between
materials acquired in transit, which are interceptions, and those
acqui red from storage, which purportedly are not. See, e.
Konop, 302 F.3d at 878.

We share the concern of the Ninth and El eventh Gircuits
about the judicial interpretation of a statute witten prior to the
wi despread usage of the internet and the World Wde Wb in a case
i nvol ving purported interceptions of online conmunications. See
Steiger, 318 F.3d at 1047 (quoting Konop, 302 F.3d at 874). I n
particul ar, the storage-transit di chotony adopted by earlier courts
may be |ess than apt to address current problenms. As one court
recently observed, "[T]echnology has, to sone extent, overtaken
| anguage. Traveling the internet, electronic comunications are
often -- perhaps constantly -- both '"in transit' and 'in storage
simultaneously, a linguistic but not a technol ogical paradox."

United States v. Councilman, 245 F. Supp. 2d 319, 321 (D. Mass.

2003) .

The facts here do not require us to enter the debate over
the existence of a real-tine requirenent. The acquisition by
Pharmatrak was contenporaneous wth the transm ssion by the
internet users to the pharmaceutical conmpanies. Both Curtin, the

plaintiffs' expert, and Wes Sonnenreich, Pharmatrak's fornmer CTQ
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observed that users conmmunicated sinultaneously wth the
pharmaceutical client's web server and with Pharmatrak's web
server. After the user's personal information was transmtted
usi ng the get nethod, both the pharmaceutical client's server and
Pharmatrak' s server contri buted content for the succeedi ng webpage;
as both Curtin and Ws Sonnenreich acknow edged, Pharmatrak's
content (the clear G F that enabled the interception) sonetines
arrived before the content delivered by the pharnaceutical clients.
Even those courts that narrowy read "interception” would
find that Pharmatrak's acquisition was an interception. For
exanpl e, Steiger observes:
[ U nder the narrow reading of the Wretap Act we adopt
, very fewseizures of el ectronic comruni cations from
conmputers wll constitute 'interceptions.' .
"Therefore, wunless sone type of automatic routing

software is used (for exanple, a duplicate of all of an
enpl oyee's nessages are autonmatically sent to the

enpl oyee's boss), interception of E-mail wthin the
prohibition of [the Wretap Act] is wvirtually
i npossi ble."’

318 F. 3d at 1050 (paragraphing omtted) (quoting J.J. Wite, Enmai

@vrk.com Enployer Mnitoring of Enployee E-Mail, 48 Ala. L. Rev.

1079, 1083 (1997)). NETconpare was effectively an automatic
routing program It was code that automatically duplicated part of
the comuni cati on between a user and a pharmaceutical client and
sent this information to a third party (Pharmatrak).

Pharmat rak argues that there was no i nterception because

“"there were al ways two separate comuni cati ons: one between t he Wb
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user and the Pharmaceutical Cient, and the other between the Wb
user and Pharmatrak." This argunent fails for two reasons. First,
as a matter of law, even the circuits adopting a narrow readi ng of
the Wretap Act nerely require that the acquisition occur at the
same time as the transm ssion; they do not require that the
acqui sition sonehow constitute the same comunication as the
transm ssi on. Second, Pharmatrak acquired the sanme URL query
string (sonetimes containing personal information) exchanged as
part of the conmuni cati on between the pharmaceutical client and the
user. Separate, but sinultaneous and identical, comunications
satisfy even the strictest real-tine requirenent.

E. | ntent Requir enent

At oral argunent this court questioned the parties about
whet her the "intent" requirenment under 8§ 2511(a)(1) had been net.

W remand this issue because it was not squarely

addressed by both parties before the district court. When
Pharmatrak noved for summary judgnent, it did not do so on the
grounds that the statutory requirenment of intent was unnet. At

nost, it raised the issue in passing at the hearing on the cross-
notions for sunmary judgnent.

Plaintiffs, in their notion for summary judgnent, did
rai se the issue and argued that any interception was intentional;
but the district court neither granted the noti on nor addressed the

issue. Inits opposition to plaintiffs' notion, Pharmatrak relied
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on its owm notion for summary judgnent, and so did not address
intent. The issue has not been briefed to us.

Wiile it is true that we can affirmthe grant of sunmmary
judgnment on any ground presented by the record, we will usually do
so only when the issue has been fairly presented to the tria

court. See Pure Distribs., Inc. v. Baker, 285 F.3d 150, 156 (1st

Cr. 2002). Here it was not, and we are reluctant to determ ne
oursel ves whether there was adequate opportunity for discovery on
this issue and whether there are material facts in dispute, and to
resolve an issue w thout briefing.

Still, we wish to avoid uncertainty about the |egal
standard for intent under the ECPA on remand, and so we address
that point. Congress anmended 18 U S.C. § 2511 in 1986 to change
the state of mnd requirenent from "willful” to "intentional".
Since "intentional" itself may have different glosses put on it,?'’
we refer to the legislative history, which states:

As used in the El ectroni c Comruni cations Privacy Act, the

term "intentional™ is narrower than the dictionary

definition of "intentional." "Intentional" nmeans nore

than that one voluntarily engaged i n conduct or caused a

result. Such conduct or the causing of the result nust

have been the person's conscious objective. An

"intentional"” state of mnd neans that one's state of

mnd is intentional as to one's conduct or the result of

one's conduct if such conduct or result is one's

consci ous objective. The intentional state of mnd is
applicable only to conduct and results. Since one has no

1 For exanple, see the distinction between general intent
and specific intent described in United States v. Wiiffen, 121 F. 3d
18, 20-21 (1st Cir. 1997).
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control over the existence of circunstances, one cannot
"intend" them

S. Rep. No. 99-541, at 23 (1986), reprinted in 1986 U S.C. C A N

3555, 3577. Congress made clear that the purpose of the anmendnent
was to underscore that inadvertent interceptions are not a basis
for crimnal or civil liability under the ECPA. 1d. An act is not
intentional if it is the product of inadvertence or m stake.

Sanders v. Robert Bosch Corp., 38 F.3d 736, 742-43 (4th Cr. 1994);

United States v. Townsend, 987 F.2d 927, 930 (2d Gr. 1993). There

is also authority suggesting that Iliability for intentionally
engagi ng in prohibited conduct does not turn on an assessnent of

the nmerit of a party's notive. See Abraham v. County of

Geenville, 237 F.3d 386, 391-92 (4th Cr. 2001) (jury instruction
saying "defendant's notive is not relevant” to determ nation of
intent under 8 2511 was proper). That is not to say notive is
entirely irrelevant in assessing intent. An interception may be
nore likely to be intentional when it serves a party's self-
I nterest to engage in such conduct.

F. Concl usi on

W reverse and remand for further proceedi ngs consi stent

wi th this opinion.
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